The implementation of health information technology interventions is at the forefront of most policy agendas internationally. However, such undertakings are often far from straightforward as they require complex strategic planning accompanying the systemic organizational changes associated with such programs. Building on our experiences of designing and evaluating the implementation of large-scale health information technology interventions in the USA and the UK, we highlight key lessons learned in the hope of informing the on-going international efforts of policymakers, health directorates, healthcare management, and senior clinicians.
INTRODUCTION
Large-scale, potentially transformative, implementations of health information technology are now being planned and undertaken in multiple countries. 1 2 The hope is that the very substantial financial, human, and organizational investments being made in electronic health records, electronic prescribing, whole-system telehealthcare, and related technologies will streamline individual and organizational work processes and thereby improve the quality, safety, and efficiency of care. The reality is, however, that these technologies may prove frustrating for frontline clinicians and organizations as the systems may not fit their usual workflows, and the anticipated individual and organizational benefits take time to materialize. 3 4 In this article, we reflect on our mapping of the literature (see box 1) and complement this with our experiences of studying a range of national evaluations of various large-scale health information technology systems in the UK and USA to provide key pointers that can help streamline implementation efforts. 4 52-54 In so doing, we hope to inform policy and practice development to support the more successful integration of technology into complex healthcare environments. This is particularly timely given the US Health Information Technology for Economic and Clinical Health (HITECH) Act, which includes a $19 billion stimulus package to promote the adoption of electronic health records and associated functionality. 55 This paper complements a previous publication by Bates and colleagues on 'Ten commandments for effective clinical decision support', 11 which focused on lessons learned in relation to clinical decision support systems. We have developed a technology lifecycle approach to highlight key considerations at four stages: establishing the need for change, selecting a system, implementation planning, and maintenance and evaluation (figure 1).
TEN KEY CONSIDERATIONS FOR THE SUCCESSFUL IMPLEMENTATION OF HEALTH INFORMATION TECHNOLOGY 1. Clarify what problem(s) the technology is designed to help tackle
Many health information technology procurements are based on assumed benefits, which are often poorly specified. This can result in difficulties agreeing on a shared vision across the healthcare organization. While terms like 'improved quality of care' and 'improved efficiency' are often used, detailed outcomes resulting from specific functionality are hard to measure and to anticipate as most implementations require fundamental changes to operational processes and many organizations do not even attempt this. 3 4 52-54 Thus, organizations often encounter difficulties conceptualizing the required short-, medium-, and long-term transformations.
A thorough mapping of existing local processes before implementation can mitigate this risk and help to identify existing problems as well as areas for improvement. In an ideal scenario, this groundwork would result in agreement on the problem(s) to be addressed by a specific functionality (eg, duplication of information) and, based on this, the development of a long-term strategic vision (eg, a common patient record that is populated by all health professionals). However, new technology may not always be the answer. It is therefore also important to assess if, and to what extent, existing/ new health information technology can support these strategic goals and whether other approaches may also need to be considered.
Build consensus
Professional, managerial, and administrative consensus needs to be built around the strategic vision, in addition to creating the means to support the realization of this vision. 56 This may involve considering whether to aim for radical changes across the organization (eg, through implementing electronic health record functionality), or whether to focus on streamlining specific processes (eg, electronic prescribing) initially and then expanding functionality over time. Many authors in the field of organizational change have highlighted that high-level strategic leadership of senior management including both administrative and clinical leaders is vital, and this is accurate, but it is also essential to involve and get the buy-in of different professional stakeholder groups (eg, doctors, nurses, administrative staff, managers) in order to facilitate co-ownership and ensure commitment. 57 58 From our experience, this balance is best achieved through the creation of a high-level strategic group that not only includes senior managers, but also clinical and administrative leads who represent different end-user groups.
An important factor to keep in mind is that attempts to align perspectives through, for example, consensus building activities, need to be skillfully handled with cognizance of the means to overcome rather than perpetuate existing professional hierarchies. One approach that we have successfully used is to identify domains in which there is already broad agreement versus those which need specific attention from different professional stakeholders. For the latter, efforts promoting the participation and empowerment of different groups by actively searching for inclusive solutions, have the highest potential to achieve coordinated implementation efforts. 59 Nurses, for instance, will have different needs to doctors, but all groups tend to agree that the provision of high standards of care should be the focus of activities. Patient-centered discussions could therefore be a point of convergence between different professional viewpoints.
Consider your options
Once the need for a technological system has been established, it is important to commit adequate time and resources to thoroughly consider different options in terms of which system(s) to choose. We have found that this aspect of planning and the associated writing of business cases and procurement considerations are sometimes under-estimated and often rushed. 11 52 It is, for example, important to be aware of the full range of system providers, and network with potential suppliers in order to understand the ethos and values of the companies with which the organization is considering embarking on a long-term relationship. Visiting other healthcare settings that have implemented similar technology can prove very helpful. 52 Once available commercial systems have been appraised, it is appropriate to reflect on whether to build a customized system tailored to local needs, whether to customize an existing system, or whether to use an 'off-the-shelf ' standardized solution. 58 The literature and our experiences indicate that there are inherent risks and benefits to each of these approaches. For example, although 'home-grown' customized systems tend to be better accepted by local users than standardized solutions, they are also not a cheap option and often do not easily integrate with Box 1 Factors associated with effective implementation identified in the literature Technical: usability, system performance, integration and interoperability, stability and reliability, adaptability and flexibility, cost, accessibility and adaptability of hardware Social: attitudes and concerns, resistance and workarounds, expectations, benefits/values and motivations, engagement and user input in design, training and support, champions, integration with existing work practices Organizational: getting the organization ready for change, planning, leadership and management, realistic expectations, user ownership, teamwork and communication, learning and evaluation Wider socio-political: other healthcare organizations, industry, policy, professional groups, independent bodies, the wider economic environment, international developments other technological systems in the organization. 4 52-54 In addition, considerable time is needed to customize systems, and such efforts are often led by individuals or small groups of enthusiasts and so may not have longevity. In the USA, for example, commercial systems have markedly improved in recent years and now dominate the marketplace. Internationally, most organizations will, we anticipate, also choose commercial systems in the future due to cost and interoperability considerations. Commercial systems are cheaper to purchase (as they are not customized to individual organizations and can therefore be produced in bulk) and they are also likely to be interoperable due to common data standards and architectures (such as, for example, the Health Level Seven International interoperability standards).
Choose systems that meet clinical needs and are affordable
Once a decision on the basic type of system has been made, it is important to base the final choice not only on organizational, but also on clinical needs. 60 A system should be both fit for organizational purpose and fit for clinical practice. There are countless examples of systems that have been procured but never used (eg, if they are perceived to undermine professional values) or are deployed in unintended ways, which will then typically result in a failure to realize the hoped for improvements (see box 2, example 1). 4 61 A system therefore needs to fulfill a range of requirements on a variety of levels. It needs to be usable for end-users (not cumbersome for clinicians and beneficial for patients), cost-effective for organizations, and interoperable to allow secondary uses of data. These purposes are often difficult to align as requirements of different domains may result in trade-offs for others. 60 For example, it has repeatedly been found that many health information technologies slow down the work practices of users, despite improving overall organizational efficiency. 62 Speed is of the essence and any initiative that slows down key clinical tasks is likely to be strongly resisted by frontline staff. This issue can to some extent be addressed by purchasing systems that allow a large degree of customization, but these are often expensive to acquire and run, necessitating a careful balancing act between affordability and desired functionality. Our experiences suggest that the associated system costs are often under-estimated, particularly those relating to infrastructure, support, and maintenance.
Plan appropriately
It takes both targeted and reflective efforts to plan for transformative organizational ventures of any kind. Although flexibility in strategy is required, there are some general pointers that tend to characterize effective preparation across organizations and technologies. These include the aforementioned necessity to engage extensively with potential suppliers and other organizations who have already implemented, but also the decision to prioritize the implementation of functionality that can bring benefits to the greatest number of end-users as early as possible. 4 52-54 Other factors relate to the avoidance of 'scopecreep' (ie, the tendency to increase the scope of a project when it is already underway) and maintaining open channels of communication between management and users.
Implementation strategies need to be tailored to organizational circumstances and systems, whether they involve 'phased' or 'big-bang' implementation approaches. The former relates to introducing incremental functionality slowly, while the latter relates to introducing functionality across the organization all at once. We suggest avoiding the running of parallel systems (both paper and electronic) wherever possible, as this tends to increase workloads for end-users and may inadvertently introduce new threats to patient safety. 4 52-54 6. Don't forget the infrastructure Developing the right infrastructure is an essential part of planning activity. If this is not afforded sufficient attention, then software systems may perform sub-optimally (eg, if wireless networks are unavailable or bandwidth is too narrow), or may be
Box 2 Examples of 'failures' in implementation
Example 1: Rejection by users 61 May and colleagues evaluated the implementation of a videophone, which was intended to be used by primary care physicians to refer patients to a community mental health facility. The team conducted qualitative interviews and observations with clinicians, managerial staff, and patients in order to explore the acceptability of the technology. They found that some professional groups, including community psychiatric nurses and occupational therapists, resisted using the system as they felt that it impacted adversely on the therapeutic relationship with their patients.
Example 2: Bandwidth undermining system performance (authors' own experience)
At one large hospital, operational management was told by the information technology leadership that the hospital's network was at maximal bandwidth at budget time. The management decided that the hospital would wait a year to upgrade the network, and instead purchased an expensive new imaging technology. However, several months later the institution's systems began to 'brown out,' and it was taking up to 30 minutes for a single screen change. Although the leadership immediately reversed field and authorized a network upgrade, this took several months to implement and care delivery was substantially impaired in the interim.
Example 3: The importance of user feedback (authors' own experience)
Getting an 'early fix' on how long a new system is taking to use is especially critical. At one hospital which was a pioneer in order entry, a system was implemented and users were told they had to use it. However, the leadership had no clear idea how long it was actually taking front-line clinical users to do their work-something that took an hour before implementation was now taking several hours, which resulted in an unworkable situation for front-line users. This eventually resulted in a computer monitor being thrown through a hospital window, and a work action by the clinical users. That got the leadership's attention and major changes were made.
Example 4: Tracking system performance (authors' own experience)
Maintenance includes tracking how the system is performing, and how the decision support within it is performing. Such tracking is much easier if it is built in from the beginning. At one large hospital, the allergy over-ride rates were initially very low. However, a series of apparently innocuous changes in the decision support system were made by the responsible committee with the result that several years later, large numbers of alerts were being delivered, with nearly all being over-ridden. After these data were reviewed, the system could be tuned, and the unimportant alerts were turned off.
inaccessible to users altogether (eg, if there is a lack of available hardware). Again, this increases the possibility that systems are not used at all or used in ways other than intended, potentially compromising benefits and increasing risks associated with technological systems. 4 We have repeatedly found that inappropriate infrastructure can negatively shape user attitudes towards software systems themselves, as it can impact on usability and performance. Inappropriate infrastructure, such as a slow wireless connection, may for example, reduce the speed of a system, which is an important (if not the most important) factor in determining adoption (box 2, example 2). 11 
Train staff
Trained users tend to be more satisfied with new technologies than those who have not been adequately trained. 63 This may be due to a lack of understanding of system capabilities, which can in turn lead to workarounds whereby the new systems are used in unintended ways-or worse still-avoided completely.
The most effective training is that which is tailored to the individual roles of users, without being too restrictive as this can undermine understanding of how the whole system functions. Training needs to allow users to practice 'hands-on' and as closely simulate the actual working environment as possible. 58 64 It is also ideally conducted shortly before the implementation as otherwise staff may forget important functions. There may be a need for compulsory (eg, in relation to approaches to maintaining patient confidentiality) as well as voluntary components, and some individuals may need more training than others. For instance, older users may never have used a computer and may therefore require more basic training than younger individuals, who tend to be more accustomed to computers. For infrequent users and in relation to systems that are subject to regular upgrades, continuous training may be necessary. From our experience, training should typically total about 40% of an implementation budget, but is the area most often left short.
Continuously evaluate progress
Although it is now widely recognized that evaluation is important when considering new technologies, the reality is that it is still, more often than not, an afterthought as immediate implementation activities take priority. 65 Real-time, longitudinal data collection strategies providing formative feedback are desirable as emerging results can be incorporated in on-going implementation activity, but this is costly and time-consuming. However, it is essential to capture user feedback about problems that are identified and respond to it in a timely manner (box 2, example 3). In our experience, investments in evaluation activities are always worth it. These should begin with assessing existing and anticipated organizational and individual workflows, monitoring desired and undesired consequences, and tracking new innovative ways of working. 4 52-54 It is also crucially important that this work is carried out over an appropriate length of time, as it may well take years for benefits and consequences to emerge. 60 Following developments over the long term can further help identify when systems have become obsolete and when there is a need for new solutions.
Maintain the system
Maintenance is in many ways related to all of the above points as these issues need to be re-visited periodically throughout the technology lifecycle (see figure 1) . Nevertheless, maintenance deserves particular attention as it is often under-estimated in relation to associated activities and cost. 66 This is not only the case in relation to on-going costs (eg, pertaining to support, infrastructure, and system upgrades), but also costs relating to potential system changes as the strategic aims of organizations and therefore the capabilities of existing technological systems are likely to change over time (box 2, example 4).
Stay the course
The benefits of major transformative ventures are notoriously difficult to measure and may take a long time to materialize. 3 4 52-54 However, this is not to say that they are non-existent, rather they need to be tracked by appropriate evaluation work assessing how the new system is used and re-invented locally. This also requires an appreciation of the timelines surrounding the realization of expected benefits, allowing enough time for technologies to embed and data to be exploited for secondary uses. 60 Our work has shown that in many cases the expectations of organizations and individual users far exceed what is achievable in the short term. The managing of expectations is, therefore, important as otherwise there is a danger that stakeholders disengage with the initiative and negative attitudes may emerge. 4 
52-54

CONCLUSIONS
Careful planning and on-going, critical evaluation of progress are central to the successful implementation of major health information technology. Taking a lifecycle perspective on the implementation of technological systems will, we hope, help organizations to avoid some of the all too commonly encountered pitfalls and improve the likelihood of successful implementation and adoption (see figure 1) . It is, however, important to keep in mind that, although the stages and considerations discussed here were depicted in a linear manner, they may to some extent overlap. This is consistent with the complex nature of large-scale health information technology implementations, where a range of different inter-related factors are at play.
